
Appendix 1

Internal Audit 
2nd Internal Audit & Counter Fraud 

Progress Report – 2017/18
London Borough of Brent

January 2018



Internal Audit – 1st Internal Audit & Counter Fraud Progress Report 2017-18 – London Borough of Brent – December 2017

Contents Page No

Executive Summary 1
Detailed summary of work undertaken 2
Follow-Up of Previously Raised Recommendations 10
Appendix A – Definitions
Appendix B – Audit Team and Contact Details 13



Internal Audit –2nd Internal Audit & Counter Fraud Progress Report 2017-18 – London Borough of Brent – January  2018 1

Executive Summary 
Introduction This report sets out a summary of the work completed against the 2017/18 Internal Audit Plan including the 

assurance opinions awarded and any high priority recommendations raised. 

Summary of Work 
Undertaken

The final reports in respect of the 2016/17 period and issued since the last meeting relate to the following areas, 
with further details of these provided in the remainder of this report:

 Rent Income Arrears Management 

Final Reports issued since the last meeting in respect of the 2017/18 financial year are as follows:
 Pension Fund Administration
 IT Disaster Recovery
 Contract Management Restructuring Review – Consultancy
 Leasehold Management
 HR Contract Administration Review 
 CAM Phase 1
 Troubled Families Grant Claim Certification 
 BACS Payments

Audit reviews at draft report stage are as follows:
 Payroll
 Capital Programme Management
 Asset Management
 Introductory Tenancies
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Detailed summary of work undertaken 

SUBSTANTIAL / REASONABLE ASSURANCE REPORTS: 2016/17 
Only those audits for which Substantial Assurance was given are indicated here. 

Audit Assurance Opinion and Direction of 
Travel

General Audits

Rent Income Arrears Management

Reasonable

SUBSTANTIAL / REASONABLE ASSURANCE REPORTS: 2017/18 
Only those audits for which Substantial Assurance was given are indicated here. 

Audit Assurance Opinion and Direction of 
Travel

General Audits

Leasehold Management

Reasonable



Internal Audit –2nd Internal Audit & Counter Fraud Progress Report 2017-18 – London Borough of Brent – January  2018 3

LIMITED ASSURANCE REPORTS – General Audits
For all Limited Assurance reports, we have included a brief rationale, together with details of any High Priority recommendations raised, including 
the agreed actions to be taken and deadlines for implementation. These are the key audits and recommendations which the Committee should 
be focusing on from a risk perspective. 

Pension Fund Administration 

The Council is responsible for the administration of a defined benefit pension fund under the Local Government Pension Scheme 
(LGPS) Regulations 1998 (as amended in 2007). As fund administrators, the Council is responsible for: 

1. The collection of contributions; both directly from the Council and its employees.
2. The investment of funds in accordance with LGPS regulations, 
3. The payment of monies to retired scheme members, and
4. Administering the fund for other employers. 

The Council outsources the key administrative day to day processes to Capita (a business process outsourcing company), including 
the processes for starters, leavers, transfers and retirements. The contract with Capita is due to expire at the end of September 2017.
Employers of scheme members who are not employed by the Council are required to submit data about these employees annually. 
Capita is also responsible for collection of the annual data submission from the employers, reviewing the submission and processing 
any required changes. The output of the data collection feeds into the annual benefits statement. The deadline for the annual data 
submissions was May 2017. 
 
Key findings
The objective of this review was to identify and test the design and operating effectiveness of key controls in relation to the 
administration of the pension fund, including starters, retirements, annual data collection and reconciliations.
We found that there are examples of where good practice has been implemented, for example the automated new joiners process 
ensures that the correct contribution rate is used based on the salary details entered into the payroll system; there is a process to 
identify deceased individuals and halt their payments in a timely manner; and the pensions officer meets with Capita regularly to ensure 
that there is communication between the two parties. 
Although examples of good practice have been noted, a number of areas for further improvement have been identified. The key areas 
of improvement relate to payment of benefits, data submissions from third party providers, and management of the contract with Capita. 
Our other findings relate to areas where procedures could be improved to make the control environment more efficient and effective.

Four High risk, one Medium risk and one Low risk findings were identified as a result of this audit.  The action points agreed 
by management for the high risk finding are set out below.

L
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Recommendation Management Response / Responsibility / Deadline for 
Implementation

Retiree Payments
a) Management will instruct Capita to investigate the remaining eight 

cases for which the accuracy of the final salary data used was unable 
to be confirmed as part of the audit.

b) Based on the level of issues noted, management will review the 
current control processes and consider the need to implement further 
additional checks and controls to mitigate the risk of incorrect final 
salary information being used.

All Agreed.

Recommendation “a”  Senior Pension Officer
Recommendation “b” – Payroll, Pensions, Recruitment & MI 
Manager.

a) 31 October 2017
b) 30 November 2017

Pension Changing to Standing Data
a) Changes to bank account details will need to be processed by one 

staff member and reviewed by another to ensure segregation of 
duties.

b) On a weekly basis, management will review all changes to pension 
bank accounts that have occurred in the week so they can monitor 
changes and ensure they are appropriate. The list of changes to bank 
accounts will be compared to the list of deceased individuals in the 
period to ensure that bank accounts of deceased have not been 
fraudulently changed.

a) Agreed.

Payroll Manager

1 November 2017

b) Not Agreed.

Data Submissions
a) We will ask Capita to investigate the exceptions noted in this report 

and going forward will ensure an audit trail of each of the third parties 
submissions is retained.

b) We will ask Capita to use a more detailed monitoring tracker that not 
only shows the status of each submission but also the status of the 
request with each employer and key dates to enable timeliness of data 
checks to be monitored.

All Agreed.

Senior Pensions Officer

a) 31 October 2017
b) Complete

Contract Management 
a) We will escalate to Capita the indicator omitted from the performance 

report (Monthly Performance Report to be completed by Capita within 
5 working days of the end of the contract month’) and emphasise the 
importance of meeting this KPI to ensure the Council has time to 

All Agreed.

Senior Pensions Officer

30 November 2017
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Recommendation Management Response / Responsibility / Deadline for 
Implementation

review the report before the contract meeting.
b) We will check the completeness of the performance reports monthly 

to ensure indicators are not omitted from reporting. 
c) We will implement a spot checking procedure to check the result 

reported agrees to the underlying performance data for a defined 
sample of indicators each month.

d) We will record specific key points and actions concerning 
underperformance discussed in the contract monitoring meetings, so 
it is clear where Capita are underperforming and what actions they are 
taking to address this. Progress against these actions can then be 
followed up at the subsequent meetings.

e) We will define a validation activity plan to ensure that assurance is 
obtained across all performance areas over time. We will perform a 
risk mapping exercise to ensure that validation plans are focussed on 
key risks and all sources/methods of assurance are identified and 
utilised. This will ensure that independent assurance is targeted at key 
risk areas. 
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IT Disaster Recovery

The London Borough of Brent (“the Council”) is now a provider of IT services to the London Borough of Lewisham via the IT Shared 
Services Council and there are plans underway to expand IT service provision to a third borough in 2017/18. The creation of the new 
IT Shared Services Council, and greater concentration of IT risk increases the need for clear and robust procedures for IT Disaster 
Recovery.
The IT Disaster Recovery (“ITDR”) programme is a subset of business continuity planning. The programme includes planning for 
resumption of applications, data, hardware, communications (such as networking) and other IT infrastructure in the event of an incident 
disrupting IT operations. Such incidents include, for example, the loss/damage of the IT data centre, server farms or a cyber-attack 
disrupting the IT network.
This review considered governance of the ITDR programme, provision of the ITDR programme and maintenance and validation of the 
ITDR programme.
 
Key findings
Brent Council’s IT landscape has evolved in recent years as part of the creation of a Shared Service IT function, with the capability and 
scalability to provide IT services to other Council’s. The successful delivery of IT services to a broadening user base within a number 
of separate Councils will require a robust structure of governance and IT Disaster Recovery (DR) related risk oversight. 
During the course of this review it was noted that the IT Shared Service function has undergone significant technology consolidation 
activity. It has also been able to demonstrate the recovery of IT services during real incidents, however given the further planned 
changes and expansion in service a number of areas for improvement were identified to ensure the scalability of the ITDR capability.

Three High risk, two Medium risk and one Low risk findings were identified as a result of this audit.  The action points agreed 
by management for the high risk finding are set out below.

Recommendation Management Response / Responsibility / Deadline for 
Implementation

Lack of Business Alignment
a) We will align the recovery capability of IT services to support business 

defined Recovery Time Objectives (RTO) and Recovery Point 
Objectives (RPO) for all IT services. This will be reviewed in line with 
any major changes to IT services or Council organisation (minimum 
annually).

b) We shall document a formalised governance process between IT and 
the business to i) challenge and agree the business stated recovery 
objectives and ii) communicate the recovery capabilities achieved for 

All Agreed.

a) Head of IT Infrastructure and Service Delivery
b) Civic Contingency Manager

31 December 2017 

L
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Recommendation Management Response / Responsibility / Deadline for 
Implementation

IT services to the business to enable informed changes to be made to 
business continuity plans where required (e.g. extend use of 
workarounds to allow greater time for IT recovery).

Gaps in ITDR Planning
a) We shall determine a recovery approach based on business priorities 

and technical interdependencies.
b) We will develop an end-to-end recovery sequence for failure modes 

in scope that consider co-ordination of resources, identification of 
technical dependencies and data restoration within recovery 
objectives.

c) We will develop supporting technical recovery plans and procedures 
to support the overall ITDR co-ordination plan. 

d) We will ensure the individual procedures have an owner; are reviewed 
regularly; tested (recommended annually); and updated after any 
material change to the live IT environment

e) Based on the recovery sequence in the ITDR plan, we shall ensure 
that the respective teams are aware of what procedures they need to 
follow, including when and how they will be notified to begin their 
recovery tasks.

f) We will ensure resource requirements needed to execute the 
technical procedures are assessed and maintained and regularly 
reviewed. This will be reviewed in line with any major changes to IT 
services or Council organisation (minimum annually).

g) We will complete the primary contact details, and add secondary 
contact details (including escalation procedures) in the ITDR plan for 
Council staff and third parties.

All Agreed.

Head of IT Infrastructure and Service Delivery

31 March 2018

ITDR Testing is not formally planned or monitored
a) For IT services managed by third parties, we shall review the contracts 

to understand their contractual obligations, review DR assurances 
obtained from the third parties to show compliance, close gaps where 
recovery obligations are not met, continuously monitor and ensure 
that third parties can support multiple client invocation.

b) We will develop a testing approach that allows for representative 

All Agreed.

Head of IT Infrastructure and Service Delivery

31 March 2018
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Recommendation Management Response / Responsibility / Deadline for 
Implementation

testing of end-to-end recovery. This will include;
• An agreed test schedule
• For individual tests, a test plan defining approach, objectives, success 

factors, constraints and risks
• For individual test reports, which overall success, recovery time lines, 

capture issues and resolutions
c)    We will report, in line with the test schedule, test results, issues arising  
and   associated risks
d)     We will, where other activities that demonstrate elements of the recovery 
(e.g. failing over as part migration, maintenance) consider documenting these 
as ITDR tests, in lieu of holding a specific one, if the level of IT activity (i.e. 
migrations due in 2017/18) not allow for the latter
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2017/18 Consultancy and Non Assurance Work
Contract Management Restructuring Review – Environmental 
Services
In April 2017, the Council, as part of a drive to provide better services 
to residents, issued a staff consultation paper, ‘Proposals to 
Restructure Environmental Services,’ which focused on the contracts 
and contractor performance within Environmental Services (“ES” or 
“department”) along with the appropriateness of internal management 
controls, working culture and ability to effect change (“Consultation 
Paper”). In parallel, a separate report (‘Highways and Environmental 
Services Review – Developing an Action Plan Summary Report’ or 
“Action Plan”) built on these themes to set out a number of critical 
actions and next steps aimed at implementing a model for the 
Council’s approach to Highways asset management, contract 
management (“CM”) and area-based working. The result of the 
Consultation Paper and Action Plans has been the intended 
restructure of ES to set up of a core Contracts Management Group 
(“Core Group”) to work alongside a new team of Local Area Officers 
(“Local team”), with a view of forming a more effective end-to-end 
contract and commercial management function across the 
department. This is aimed at improving the services delivered to 
Brent’s residents and Brent having a ‘best-in-class’ ES team. 

The objective of this review is to provide subject matter insights into 
the contract management restructuring process within ES at the early 
stages of the exercise. The aim of this is to identify potential risks, 
opportunities and guidance for the team as plans are developed prior 
to implementation.
This review has found that there are existing areas of good practice 
and embedded processes, within the Environmental Services CM 
teams, and strength in terms of CM capability that can be built on. We 
have also identified the following areas to strengthen, in the design of 
the new organisational model and the related CM plans, processes 
and systems, capacity and capability, clarity of roles and the 
governance and assurance of the project and the business-as-usual 
usual CM. Therefore, these observations should be read in the context 
of guidance to support the ongoing CM model redesign rather than a 
critique of an established function.

HR Contract Administration
Reed provide Brent Council with a ‘Master Vendor Managed’ service 
for all temporary recruitment and are responsible for managing the 
appointments of all temporary staff. 
Reed and Brent Council monitor the number of vacancies being placed 
and the volume of responses received from the agencies on the 
supplier lists. This covers the number of offers made, interviews 
confirmed and CV’s vetted by Reed's account coordination team.
The contract for temporary recruitment was let on 05/08/13 and ran for 
three years (up to 2016) with an option to extend for one year until 
05/08/17.  On the expiration date (05/08/17), an emergency extension 

The aim of our audit was to seek to understand the reasons 
necessitating the emergency contract extension. The review has 
looked to establish whether any enhancement to the existing control 
environment could prevent these circumstances occurring again. 
Our work suggests that the emergency extension was the result of a 
number of factors, including: insufficient time being planned and 
allocated to manage the procurement; unclear roles and 
responsibilities and intervention points; and an inadequate escalation 
of risks.
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to the contract for six months was obtained.  This six month period 
expires in February 2018.  The value of the extension is £6m and the 
value of the overall contract is £12.7m per annum.

Expanded Troubled Families Programme – Certification of 
October 2017 Payment by Results Claim
In April 2012, the Government launched the Troubled Families 
Programme: a £448 million scheme to incentivise local authorities 
and their partners to turn around the lives of 120,000 troubled 
families by May 2015. The first programme worked with families 
where children were not attending school, young people were 
committing crime, families were involved in anti-social behaviour and 
adults were out of work. 

In June 2013, the Government announced plans to expand the 
Troubled Families Programme for a further five years from 2015/16 
and to reach up to an additional 400,000 families across England. 

Certification of October  2017 Payment By Results Grant Claim

A results based payment of £800 is offered for each family for whom 
the local authority claims to have either (a) achieved significant and 
sustained progress, or (b) moved off out of work benefits and into 
continuous employment. 

As with the previous programme the DCLG requires the local 
authority’s Internal Auditor to check and verify at least a random 
representative sample of results for each claim before it is made. We 
verified a sample as required and confirmed the eligibility of the 
families to be included in the programme and that the results being 
claimed had been achieved. 

A claim for a total of 402 families was approved as a result of audit 
work in this area.

Expanded Troubled Families Programme – Certification of 
October 2017 Payment by Results Claim

Details are as above. 

Certification of December 2017 Payment by Results Grant Claim 

A claim for a total of 10  families was approved as a result of audit 
work in this area
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Follow-Up of Previously Raised Recommendations
The approach to our follow up of internal audit recommendations has changed to improve organisational effectiveness and performance. We 
have moved from a process of self-certification to a more robust approach of confirming the implementation of agreed recommendations by 
carrying out verification work on all high and medium priority recommendations. Following the completion of any additional work, a follow up 
action plan report will now be issued setting out which recommendations which remain outstanding.  Management will then be given a deadline 
for updating Internal Audit on the status of the outstanding recommendations.  The Audit Advisory Committee will be updated on the status of 
implemented and non-implemented recommendations due as part of the normal reporting arrangements.  
Follow up work on 2016/17 audits will be undertaken in quarter four of 2017/18.  



Internal Audit –2nd Internal Audit & Counter Fraud Progress Report 2017-18 – London Borough of Brent – January  2018 12

Appendix A – Definitions

Audit Opinions
We have four categories by which we classify internal audit assurance over the processes we examine, and these are defined as follows:
Report 
Classification

Level of Assurance Definition 

Substantial There is a sound system of internal control designed to achieve the client’s objectives.  
The control processes tested are being consistently applied.

Reasonable While there is a basically sound system of internal control, there are weaknesses, 
which put some of the client’s objectives at risk.  There is evidence that the level of 
non-compliance with some of the control processes may put some of the client’s 
objectives at risk.

Limited Weaknesses in the system of internal controls are such as to put the client’s objectives 
at risk.  The level of non-compliance puts the client’s objectives at risk.

None Control processes are generally weak leaving the processes / systems open to 
significant error or abuse.  Significant non-compliance with basic control processes 
leaves the processes / systems open to error or abuse.

Recommendation Priorities

In order to assist management in using our internal audit reports, we categorise our recommendations according to their level of priority as follows:

Critical

A finding that could have a: 
Critical impact on operational performance; or
Critical monetary or financial statement impact; or
Critical breach in laws and regulations that could result in material fines or consequences; or
Critical impact on the reputation or brand of the organisation which could threaten its future viability

High 

A finding that could have a:
Significant impact on operational performance; or
Significant monetary or financial statement impact; or
Significant breach in laws and regulations resulting in significant fines and consequences; or
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Significant impact on the reputation or brand of the organisation.

Medium

A finding that could have a:
Moderate impact on operational; or
Moderate monetary or financial statement impact; or
Moderate breach in laws and regulations resulting in fines and consequences; or
Moderate impact on the reputation or brand of the organisation.

Low

A finding that could have a: 
Minor impact on the organisation’s operational performance; or
Minor monetary or financial statement impact; or
Minor breach in laws and regulations with limited consequences; or 
Minor impact on the reputation of the organisation

Advisory A finding that does not have a risk impact but has been raised to highlight areas of inefficiencies or good practice.
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Appendix B – Audit Team and Contact Details

London Borough of Brent Contact Details

Michael Bradley – Head of Audit & Investigations  020 8937 6526
michael.bradley@brent.gov.uk

Aina Uduehi – Audit Manager

Michael Cassel – Counter Fraud Manager

 aina.uduehi@brent.gov.uk 
 020 8937 1495
        michael.cassel@brent.gov.uk
            020 8937 1265

mailto:michael.bradley@brent.gov.uk
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